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Twofish 分组加密算法进行了兑现，并根据 优化存储器利用率和 大化并行执行
的策略对实现进行优化，在 GTX 285 GPU 上分别取得了每秒 1217.76MB、
1365.31MB 和 1331.62MB 的加密吞吐率，与目前已知的其它基于 GPU 的分组密码
实现相比， 高取得了 13 倍的的加密吞吐率。此外，将上述优化实现集成到
Truecrypt 存储加密软件的 Benchmark 测试中，与基于 Intel Core i7 920 CPU 的测试
结果相比，本文的实现取得了 2 到 4 倍的性能提升。 
（2）对常用的 PDF、RAR、Microsoft Office、PGP Disk 和 Truecrypt 等软件
的口令认证机制进行分析和评估，在此基础上，利用 GPU 不适合进行存取操作密
集型计算的特点，采用散列函数和 RC4 算法的组合代替散列函数进行迭代计算的
方法，对现有的口令认证机制进行改进，并通过 Microsoft Office 2007 的口令认证
算法验证改进方案的可行性，结果表明该改进方案能使口令恢复的 GPU 加速效果
显著下降，在迭代计算分别为 1000 次、2000 次和 3000 次时，改进后的 GPU 遍历



















In recent years, as the information security for storage devices becoming 
increasingly important, storage encryption systems have found more and more 
applications. In storage encryption systems, encryption and authentication are two key 
technologies to protect the confidentiality of information. By now, the rapid 
development of hardware and software technology of GPU has brought a positive effect 
as well as a negative one upon storage encryption systems: on one hand, it can be used 
as an encryption accelerator to improve system processing performance; on the other 
hand, it can be used to accelerate the exhaustive attack of passwords, which brings new 
security threats to password based authentication mechanism. So in this thesis, on one 
hand we use GPU to accelerate the block cipher algorithm based on XTS mode which 
has been widely used in storage encryption systems. On the other hand, we improve the 
existing password based authentication mechanism to increase its resistance to the GPU 
accelerated recovery, in order to maximize the security of storage encryption system. 
The main work of this thesis is as follows:  
(1) We use GPU to implement the block cipher algorithm based on XTS mode with 
NVidia CUDA parallel computing architecture. Then we optimize the implementation 
by optimizing storage utilization and maximizing parallel execution. The encryption 
throughput of our implementation for AES-XTS, Serpent-XTS and Twofish-XTS  
separately achieved 1217.76MB/s, 1365.31MB/s and 1331.62MB/s. Compared to other 
known GPU-based implementations of block cipher algorithm, our implementation 
obtained a maximum of 13 times speedup. In addition, the optimized implementation 
was integrated into the Benchmark test in Truecrypt encryption software. Compared to 
the test results base on Intel Core i7 920 CPU, our implementation obtained more than 
two times speedup.  
(2) We analyzed and evaluated the password-based authentication mechanisms of 
some commonly used software, such as PDF, RAR, Microsoft Office, PGP Disk and 
Truecrypt. On this basis, since GPU is not suitable for the memory intensive process, we 
improved the existing password-based authentication mechanism by using the 
combination of hash function and RC4 algorithm to substitute the hash function during 
the iterative computation. Finally the feasibility of our improvement was verified based 

















that our improvement greatly reduced the GPU-accelerated effects of password recovery.  
When the iteration is 1000, 2000 and 3000 times, the recover speed after our 
improvement dropped to 0.628%, 0.717% and 0.714% of the previous ones. And this 


















目  录 
第一章  绪论...............................................................................................1 
1.1  研究背景和意义 ............................................................................................. 1 
1.2  存储加密系统 ................................................................................................. 5 
1.3  关键技术及其研究现状 ................................................................................. 7 
1.3.1  口令认证机制 ......................................................................................8 
1.3.2  密码算法的GPU加速 ..........................................................................9 
1.4  主要研究内容 ................................................................................................11 
第二章  论文相关的理论和基础知识 ....................................................13 
2.1  分组加密算法 ............................................................................................... 13 
2.1.1  AES加密算法.....................................................................................13 
2.1.2  Serpent加密算法 ................................................................................15 
2.1.3  Twofish加密算法 ...............................................................................16 
2.2  分组密码模式 ............................................................................................... 17 
2.3  口令认证相关密码学算法 ........................................................................... 19 
2.3.1  MD5 散列算法...................................................................................19 
2.3.2  SHA1 散列算法 .................................................................................21 
2.3.3  HMAC算法 ........................................................................................23 
2.4  CUDA通用并行计算 ................................................................................... 23 
2.5  密钥导出算法 ............................................................................................... 26 
2.6  本章小结 ....................................................................................................... 27 
第三章  基于XTS模式分组加密的GPU加速 ........................................28 
3.1  模式概述 ....................................................................................................... 28 
3.2  加解密过程 ................................................................................................... 30 
3.3  实现架构 ....................................................................................................... 32 
3.4  XTS模式的优化 ........................................................................................... 36 
















3.4.2  XTS-AES优化....................................................................................39 
3.4.3  XTS-Serpent优化 ...............................................................................44 
3.4.4  XTS-Twofish优化 ..............................................................................47 
3.4.5  性能对比 ............................................................................................50 
3.5  Truecrypt集成测试 ...................................................................................... 52 
3.6  本章小结 ....................................................................................................... 57 
第四章  口令认证机制研究及改进 ........................................................59 
4.1  现有口令认证机制分析 ............................................................................... 59 
4.1.1  PDF口令认证机制.............................................................................59 
4.1.2  RAR口令认证机制 ............................................................................61 
4.1.3  Microsoft Office口令认证机制 .........................................................65 
4.1.4  PGP Disk口令认证机制 ....................................................................71 
4.1.5  Truecrypt口令认证机制.....................................................................72 
4.2  口令认证机制安全性评估 ........................................................................... 75 
4.3  口令认证机制改进 ....................................................................................... 76 
4.3.1  改进思路 ............................................................................................76 
4.3.2  可行性评估 ........................................................................................79 
4.4  本章小结 ....................................................................................................... 82 
第五章  总结与展望 ................................................................................83 
5.1  工作总结 ....................................................................................................... 83 
5.2  工作展望 ....................................................................................................... 84 
参考文献.....................................................................................................85 
硕士期间发表的论文 ................................................................................91 




















1  Introduction...........................................................................................1 
1.1  The Background and Meaning of Research................................................ 1 
1.2  Storage Encryption System........................................................................... 5 
1.2  Key Technologies and Progress .................................................................... 7 
1.3.1  Password based Authentication ............................................................8 
1.3.2  GPU Accelerated Cryptography ...........................................................9 
1.3  Main Research Works ..................................................................................11 
2  Related Theory and Background ......................................................13 
2.1  Block Cipher Algorithm.............................................................................. 13 
2.1.1  AES Encryption Algorithm ................................................................13 
2.1.2  Serpent Encryption Algorithm ...........................................................15 
2.1.3  Twofish ...........................................................16 Encryption Algorithm
2.2  Cipher Mode of Block Cipher .................................................................... 17 
2.3  Related Algorithm for Password Based Authentication .......................... 19 
2.3.1  MD5 ..................................................................................19 Algorithm
2.3.2  SHA1 ................................................................................21 Algorithm
2.3.3  HMAC ..............................................................................23 Algorithm
2.4  CUDA General parallelled Computing ..................................................... 23 
2.5  Key Derivation Algorithm .......................................................................... 26 
2.6  Conclution .................................................................................................... 27 
3  GPU Accelerated Implementation for Encryption with XTS.........28 
3.1  Background of XTS..................................................................................... 28 
3.2  Process of XTS ............................................................................................. 30 
3.3  Architecture of the Implementation........................................................... 32 
3.4  Optimization for Encryption Based on XTS Mode .................................. 36 
3.4.1  Strategy of Optimization ....................................................................36 
3.4.2  Optimization for XTS-AES................................................................39 
3.4.3  Optimization for XTS-Serpent ...........................................................44 
3.4.4  Optimization for XTS-Twofish ..........................................................47 

















3.5  Test After Integration .................................................................................. 52 
3.6  Conclution .................................................................................................... 57 
4  Research and ..59 Improvement for Password Based Authentication
4.1  Analysis of Existing ................................................................. 59 Mechanism
4.1.1  Authentication Mechanism for PDF...................................................59 
4.1.2  Authentication Mechanism for RAR..................................................61 
4.1.3  Authentication Mechanism for Microsoft Office ...............................65 
4.1.4  Authentication Mechanism for PGP Disk ..........................................71 
4.1.5  Authentication Mechanism for Truecrypt...........................................72 
4.2  Evaluation of Security................................................................................. 75 
4.3  Improvement for Password Based Authentication................................... 76 
4.3.1  Thought for ..................................................................76 Improvement
4.3.2  Evaluation of the Feasibility...............................................................79 
4.4  Conclution .................................................................................................... 82 
5  Summay and Future Work ................................................................83 
5.1  Summary ...................................................................................................... 83 
5.2  Future Work................................................................................................. 84 
References ..................................................................................................85 



























第一章  绪论 








1996 年美国的HIPAA法案（Health Insurance Protability and Accountability Act）强
调了健康保险相关的存储安全的重要性，并指出必须对电子化存储的健康信息进
行加密 [2]。1999 年美国颁布了金融现代化法案，即格雷姆 -里奇 -比利雷法
（Gramm-Leach-Bliley Act），该法案要求金融机构必须防止其客户的记录和信息受
到未经授权的非法访问，以确保数据的安全和机密性[3]。2002 年颁布的联邦信息
安全管理法案（The Federal Information Security Management Act），成为美国电子
政府法律的一部分，对政府部门的电子数据安全作了相应规定。在该法案的支持

























了BestCrypt[9]和Private Disk[10]加密软件。1997 年，WinMagic Data Security公司
开发了SecureDoc[11]存储加密软件。1998 年，PGP公司和ArchiCrypt公司分别发布
了PGP Disk[12]和ArchiCrypt Live[13]加密软件。2001 年，Shaun Hollingworth、Paul 
Le Roux和Wilfried Hafner联合开发了DriveCrypt[14]加密工具。2005 年，EISST公
司和n-Trance Security公司分别推出了e-Capsule Private Safe[15]和n-Crypt Pro[16]存
储加密产品。2006 年，微软公司推出了基于Windows系统下的BitLocker Drive 
Encryption[17]存储加密工具。2008 年，Symantec公司和BitArmor Systems公司则分
别发布了Symantec Endpoint Encryption[18]和BitArmor DataControl[19]加密产品。
除上述这些商业产品外，一些开源的存储加密软件也开始出现。1997 年，Shaun 
Hollingworth推出了开源的ScramDisk[20]加密工具。1998 年，Paul Le Roux则发布
了E4M[21]开源加密软件。2004 年 2 月，Truecrypt Foundation推出了另一款非常优
秀的开源加密工具Truecrypt[22]，当前已更新到 6.3a版本并得到了广泛的使用。2004





设备厂商也各自推出了基于硬件实现的存储加密产品。如希捷公司于 2008 年 4 月
推出首款基于硬件加密的自加密硬盘产品Cheetah 15K.6 FDE[27]。西部数据公司推


































认证的基本方法可以分为三类[32]：1、根据用户知道的信息（something the user 
knows），典型的代表为口令；2、根据用户所拥有的东西（something the user has），














以 NVIDIA GPU 和 Intel CPU 为例，如图 1.1 所示，从 2003 年开始 GPU 浮点计算
能力开始超过 CPU，随后 GPU 的浮点计算能力进一步加强，至 2008 年 NVIDIA
的 GeForce GTX 280 GPU 的浮点计算能力已接近每秒 1000GFLOPS，而 Intel 同年
发布的 3.2GHz 的 Harpertown 四核 CPU 的浮点计算速度还不到每秒 125GFLOPS，
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